IHamaTKa 0 coco0ax COUAILHOM HHKEHEPUU U HE00OX0AMMBIX Mepax
0e301macHoOCTH

CommanbHas WHXEHEpUs WM «aTaka Ha YeJlIOBEeKa» — 3TO COBOKYIMHOCTH
MICUXOJIOTHYECKUX U COLIMOJIOTMYECKUX MPUEMOB, METOJIOB M TEXHOJOTUH, KOTOPHIE
MO3BOJIAIOT MOJIYYUTh JOCTYI K KOH(PUIESHIIUAIBHON HH(POPMAIIH.

KubepnpecTynHukH Bce Yale MCHOIB3YIOT METOMbI COLMaIbHOW MHKEHEPUU
JUTS IPOHUKHOBEHUS B UH(PPACTPYKTYpy OpraHU3aluy MpH LeaeBoit atake. CoriacHo
CTAaTUCTHUKE, KOJIMYECTBO aTaK C MCIIOJIB30BAHUEM COLMAIBHONW MHKeHepu: B 2021
rojty Beipocao Ha 216%. 310yMbIIUIEHHUKHY, TPEANPUHAMAS TIONBITKH HAUTH TOCTY

K CUCTEME WM LIEHHBIM JaHHBIM, UCIOJB3YIOT CaMO€ YA3BUMOE 3BEHO — YEJIOBEKa.
[Ipoctoit npumep — TenedOHHBIN 3BOHOK, I'/I€ MPECTYIHUK BBIIAET ceOs 32 KOr0-TO
JIPYroro, MeITasich y3HaTh y a0OHEHTa KOHPHUACHIMAIBbHYIO HH()OpMALUIO, UTpasi Ha
YyBCTBaX 4YeJOBEKa, OOMaHbIBas WIM IIaHTaxupys ero. K cokaleHuto, MHOTHE
IPOJOJDKAIOT TOMAJaThCcd Ha TaKWe JIOBYIIKM W JOBEPUYHMBO pPaCCKa3bIBAIOT
COLIMAJIBHBIM XaKepam BCE, UTO UM HYKHO.

UenoBedeckuil (akTop MO-TIPEKHEMY OCTAETCA CIa0bIM 3BEHOM B JIO0OH
CUCTEME 3alllUThl, MOATOMY CEroJHs KAaK HHUKOI/Ia BO3pPACTAET MOTPEOHOCTH B
O0Oy4EeHHH COTPYJHUKOB OCHOBaM MH()OPMAITMOHHOW O€30MaCHOCTH.

Takke CTOUT OTMETUTh, YTO HA TEKYIIM MOMEHT COLMAJIbHAs WHKEHEPHs
YCTaHOBMJIA MPOYHYIO CBSI3b ¢ KUOEPIPECTYIHOCTBIO,

PaccMoTpuM camblie monyJisipHbie METOIbI COIUAILHOU HHIKEHEPU U

Tak Ha3piBaeMasi «ATaka Ha YEJIOBEKa» MOXET MPOU3BOAUTHCS MO MHOTHM
CIIEHapHsiM, HO CYIIECTBYET HECKOJbKO HamOoJiee pacrnpoCTPaHEHHBIX TEXHHUK
pabOThI 37I0YMBIIIJIEHHUKOB.

dumuHr
OcCHOBHOU VNOPD HA HEBHUMAMENbHOCMb.
Meton cOopa MoJib30BATENbCKUX JAHHBIX JJII aBTOPU3ALUU — OOBIYHO ITO

MacCOBBbIE PACCBUIKM CIlaMa IO 3JIEKTPOHHON mouTe. B KiaccuueckoM clieHapuu
Ha MIOYTY KEPTBBl NPUXOAUT TMOAJEIBHOE MUCbMO OT KaKOH-TO HW3BECTHOM
OpraHu3alliy C MPOCKLOOI MEepEeUTH MO CChUIKE U aBTOPU30BATHCS (BBOJ KOMOWHAILIUU
JIOTUH/TIapoJib). YTOObI BBI3BaTh OOJBIIE JIOBEPUS, MOIICHHHKH MPHUIYMBIBAIOT
CepbE3HbIE MPUYUHBI JJIsl IEPEX0/1a MO CChUIKE: HAIPpUMEP, MPOCIT MOTEHIUATIBHYIO
KEPTBY OOHOBHUTH IMapoJib WM BBECTH PA3JIMYHOTO poAa MEPCOHATBHYIO
uHpopmanuio (PHUO, Homep TenedoHa, TOIKHOCTD U T.1.).

Tposin

OcHo6HOl YNOp HA HEGHUMAMENbHOCMb, 008epUe.

Bupyc He 3ps mony4nn cBo€ Ha3BaHUE 10 IPUHIIUITY PAOOTHI TPOSHCKOTO KOHS
u3 apeBHerpeyeckoro Muda. TolbkO NPUMAHKOHW 37€Ch CTaHOBUTCS —email-
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COO00I1IeHNE, KOTOPOE MPH KIACCUUECKOM CIIEHAPUU MOIIEHHUKOB 00€IaeT ObICTPYIO
NpUOBLIb, BBIUTPHIII WM APYTHE «30J0ThIE FOPbl» — HO B PE3YyJIbTaTE€ YEJIOBEK
IIOJIy4aeT BUPYC, C NOMOIIBIO KOTOPOIO 3JO0YMBILUIEHHUKH KpPAaayT €ro JaHHBIE.
JlaHHBIM BUJA AaTakd TOXKE HEOOXOAMMO OTHOCHTh K METOJAM COLHMAJIbHOM
WH)XCHEPHUH, IMOTOMY YTO CO3JaTelId BHpPyCa Kak IPAaBWIO XOPOLIO 3HAKOT, Kak
3aMaCcKHpOBaTh BPEIOHOCHYIO NIpOrpaMMy, 4YTOOBI BBl HaBEpHSIKA KIUKHYJIH IO
HY’KHOU CCBUIKE, CKaYaJld U 3aIyCTUIN (aiii.

YacTto COTpyIHHMKHM HENPEIHAMEPEHHO IOMOTAIOT 3JO0YMBILIIJIEHHUKY B
pPa3BUTHM aTaKW, MEpechlias 3apaXCHHOE MHCbMO KOJUIEraM € MPOChOOM OTKPHITH
BJIO)KEHUE WM IIEPEUTH MO Ccchulke. Hampumep, B Teime mucbMa HCHOJB3YHOTCSA
GOpMyITUPOBKM U3 TOBCEAHEBHOM CIY>KEOHOW JAEATETBbHOCTU. «YBa)kaeMble
HAYabHUKUA TOApa3/eiCHNd, HampaBisieM TpaduK OTIYCKOB Ha TEKYLIUH TOJ.
[Ipocum poBectn 10 cOTpyAHMKOB U T.J. C yBakeHHEM, OTIen Kaapos». l[lpu
MOJIOKUTEIBHOM JJIS 3JI0YMBIIUIEHHUKOB Pa3BUTHU COOBITUN MUCHMO MEPECHUTAETCS
II0 OpraHu3auu. B cBOIO ouepear COTPYAHUK, MTOJTYYMBIIMM MHCBMO YK€ OT CBOETO
KOJUIETH a0COJIIOTHO HE MOJI03PEBAET O HATMYMU CChUIOK Ha BpenoHocHoe [10.

Kak TOJNBKO 3JI0yMBINIIEHHUK YOEIWJICSA, 4YTO COTPYAHUK HPHUHSI €ro 3a
KOJUIETY MJIM KaKO€-TO JOBEPEHHOE JIMI0, PACIIPOCTPAHUI MMCHMO IO OPTaHU3ALNH,
B XOJ€ NAJBHEHIIEH NEPENUCKA OH MOXKET MOMNBITATHCSA IIONYYUTHh HYXKHYIO €My
MH(OpMAaIUIO, HE BbI3bIBAS MOJ03pEHUI. Tak MOKHO y3HATh BEPCHUIO UCIIOJIb3YyEMOIO
[10, Hanuuue aHTUBHpYyca Ha paboyeM KOMIIBIOTEPE, FIEKTPOHHYIO MOYTY APYTHX
COTPYIHHKOB, HOMEpa MOOWJIBHBIX Tene(OHOB, CTPYKTypy KommnaHuu. Bce 310
MPEACTABIAET LEHHOCTh M MOXET MCHOJNb30BATbCA MNPHU IUIAHUPOBAHUHM U
IIPOBEJACHUH MOCIEAYIOINX CONUOTEXHUYECKHUX aTaK.

3II0yMBIIIUICHHUKA 4acTO ONUPAKOTCS Ha CTpax, KaJAHOCTb, HAJIEKIBbI,
OKMJIAHUS U JAPYTHE DMOILMHU, KOTOPbIE MOTYT 3aCTaBUTh IOJIB30BATEINS MOANATHCS
CUIOMHHYTHOH cnaboctu. Korma BHe3amHO Ha MOYTY MPUXOJUT MUCBMO «CIHCOK
COTPYIHHKOB Ha YBOJIbHEHHE» — TM0Jb30BaTeIb 3a0bIBa€T 00 3JIEMEHTapHBIX
npaBuiIax TEXHUKH KHOepOe30MacHOCTH, OH Ja)Ke HE 3aJyMbIBAETCS, MOYEMY €My
BOOOIIIE MPUIILIO TOI00HOE TUCHMO.

YacTo ObIBaeT Tak, 4TO UMEHHO T€Ma MUChMa MOOYKIAET COTPYAHUKA OTKPHITh
€ro, MeperTH MO CChUIKE, CKayaTh U 3aIyCTUTh (ailsl, He pa3dupasch — KTO ajapecar
Y ITI0YEMY JIOMEH OTIIPABUTEINS HAIIMCAH KAK-TO CTPAHHO.

Ecnu HenocTaTouHO BHUMATENIBHO OTHECTUCH K MPOYTEHUIO TAKOTO IMHChbMA, TO
MOABOX 3aMETUTh HEMPOCTO.

[IpenckazyeMo cTpax yBOJIBHEHWS WM COKPALIEHUS — JOCTATOYHO MOIIHBIN
dakTop, 4ToObl 3a0BITh O MpaBWiax WHPOPMAIIMOHHONW OE€30MacHOCTH: MHChbMa C
Takol TEMOM B OOJBIIMHCTBE CIIy4aeB MOOYKIadM IMOJIb30BATEIEH COBEPIIMUTD
IIOTEHIMAJIBHO OINACHOE JAEHCTBUE. BBICOKUI MPOLIEHT ycrexa MOKa3bIBalOT IIUChbMA,
II€ €CTh  CJIOBA  «IPEMHS»,  «IOOUIPEHUE»,  MOBBIILICHUE  3apIUIATHI»:



3JI0yMBIIUIEHHUK MOXKET TaKKe MOMNbITAThCS MPUBSI3aTh TEMY PACCHUIKUA K KAKOMY-TO
3HaMEHATEIbHOMY COOBITHIO (€CJIM PacloyaraeT, HallpuMep, CBEICHUSIMU O HEJaBHO
IPOLIEAIIEM B KOMIIAHUU KOPIOPATUBE), MPOPECCUOHATBHBIM U TOCYAAPCTBEHHBIM
IIPa3IHUKAM.

Jopo:xHoe 1010K0

OcHo6HOll ynop Ha 008epyU80Cmy, 1H0OONBLIMCMBEO

[IpeacraBnsier coOOM  amanTalMio TPOSTHCKOTO KOHS MW COCTOMT B
HCTIOJIb30BaHUU dbuznyecKux HOCHUTEJEH (CD, (baduI-HaKONUTENEH ).
3II0yMBIIUICHHUK OOBIYHO TIOI0PAachIBa€T TaKOW HOCHTEIb B OOIIETOCTYITHBIX
MecTaX Ha TEPPUTOPUU KOMIAaHMM (TIAPKOBKH, CTOJOBBIE, pabouue MecTa
COTPYJHUKOB, TyalieThl). JJist TOTO, 4YTOOBI Y COTPYIHUKA BO3HUK UHTEPEC K TAaHHOMY
HOCHUTEJII0, 3JIOYMBIIUICHHUK MOXET HAHECTH Ha HOCHUTENh JIOTOTHI KOMIIAHUM U
KaKylo-HHOyIb moanuch. Hampumep, «aaHHbIE O TpoJaxkax», «3apIiJiaTta
COTPYJHHUKOBY, «OTYET B HAJIOTOBYIO» U JPYTOE.

Ycayra 3a ycayry

OcHo6HOU YNOp HA 008EPUUBOCTND

Hcnonb3yss 3TOT METOHA, 3JOYMBIILJIEHHUK MPEACTaBIAECTCS COTPYIHHKOM
CIIy’KObl TEXHUYECKOM NOAJEPKKM M CIpPalIMBaeT O Hajauuuu cOoeB B padore
IPOrpaMMHOr0 OO€CIeueHus, TMpelaraeT HCIPAaBUTh BO3HUKIINE HEMOJAIKU
B CHCTEME JTMOO MPEAYNPEAUTHh O BEPOSITHOCTU UX HACTYIJIEHUS, XOTS Ha CAMOM JIeJie
npo6iem B padote 1O He Bo3HuKao0. XKepTBa BEpUT B HAIMUUE HEUCTIPABHOCTEH H,
BBITIOJIHAS YKAa3aHUA XaKepa, JINYHO MepeacT eMy TOCTYI K BaXXHOW HH(OpMaLUU.

PacnipocTpaHeHHBI ClieHapHii, Korjga MOJb30BaTelb CcaM TOBOPUT 00
OTCYTCTBUM BPEMEHM U COOOIIAET HEOOXOAUMBIE MapodM MJIg TOro, YTOObBI
COTPYIHHUK TEXHHUYECKOW MOJAEPKKH CaMOCTOATEIbHO TIPOBEN HEOOXOAUMbIE
MaHUTTYJISIUH.

Oo0paTHas counabHas HHKEHEPHUS

OcHo6HOlL YNop Ha 008epUUBOCHb, HEGHUMAMENbHOCTb

Meronuka HampaBieHa Ha TO, 4YTOObI JKepTBa cama oOpaTwiach K
COIIMAJILHOMY HWH)KEHEPY U BbIJlajla €My HEOOXOJUMBIE CBEICHHS. IDTO MOXKET
JIOCTUTAThCS HECKOJIbKUMU Ty TSIMU:

Bueapenue ocodoro 11O

OcHo6HOT YNOp HA HEGHUMAMETbHOCHb

Ha »5ekTpoHHYI0 MOUTy MOCTyNaeT MMChbMO, HHPOPMUPYIOIIEE O BO3MOKHBIX
cOosix B pabOTe 4YacTO MCMOJIb3YEMOI'O IMPOrPaMMHOIO oOecnedeHus (Harpumep,
naker oQUCHBIX mporpamm). B 3ToM ke mNuCbMe yKa3aHbl KOHTAKTHBIE JaHHBIC
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CHELUAINCTa TEXHUYECKON MOJIEPKKH, HCHOJb3YEMbIE 3JI0YMbIIUIEHHUKOM. [lpu
BO3HMKHOBEHHMH c00g B pabore BeimenepeuncienHoro I1O, mnosb3oBaTenb
BCIIOMUHAaE€T O paHee IMOCTYNHBIIEM NPEIYyNPEKICHUN H  CBSA3BIBAETCS CO
3JIOYMBIIIUIECHHUKOM B JIUIIE TEXHUYECKOTO CIIEUATUCTA.

Taxum o0pazom, cuTyanus 3apaHee MOACTPOEHA, I10JIb30BATENb CBA3BIBACTCS C
couuaigbHbIM XakepoMm. HamaxuBas padoty I10, mpousBoasTcss HEOOXOAUMBIE IS
B3JIOMa MaHUMYJISAUUHA. A KOI/a B3JIOM OOHAapyKMBAETCSA, COLMAIBHBIM WHKEHEP
OCTAa€TCs BHE MOJO3PEHUS (IIOCKOJBKY CO3HAETCS BIEYATIIEHHS, YTO OH MOMOTall
BaMm).

SAKVIIOYEHHUE
C  y4eToM  M3J0XKEHHOrO, CaMbleé  pacCIpOCTPAHEHHBbIE  CLEHApUU

BBIIIICYKA3aHHBIX aTaK PeaM3yr0TCs ImyTeM email-pacchiiok.

[IpnurHON TOMY OTHOCHTEJNIbHAs JCLIEBH3HA M IPOCTOTA TAaKUX METOJOB, a
Takke BbICOKas 3(PPEKTUBHOCTb.

Ha Tekymuii MOMEHT UEJIEBOMl BEKTOp NOJOOHBIX aTaKk 3HA4YUTEIbHO
CMECTWJICSI OT TIOJIYy4eHUS JOCTyna K HHPoOpMaluu K €€ YHUYTOXKEHUIO
(OTOKMpPOBaHUIO) MyTEM MPUMEHEHHUS BUPYCOB-IIH(POBAIBIINKOB.

JInst psAIOBBIX TMOJB30BATENEH CaMbli AKTYaJlbHBIM M JEHUCTBEHHBIM COBET —
BCEI/la OCTaBaThCAd OAUTEIBHBIMU, NPOBEPSITH HH(MOPMALKMIO 00 OTHpaBUTENE,
IpeKIe YeM MEepPEerTH MO CChUIKE WM CKauyaTh IpeajaraeMblil ¢aitn — yOeauThes,
4TO 3TO HE BpenoHOCHBIM pecypce. [lomydyenHble ainbl nepea  OTKPHITHEM
HEOOXOAMMO TPOBEpUTH C mnoMomblo aHTuBUpycHoro II0. Crout Takxke
YAOCTOBEPUTHCS, YTO JOMEH OTIPABUTENS JIETUTHUMHBIM M peanbHbI. B ciyuae
BO3HMKHOBEHHUSI COMHEHHUI, PEKOMEHIyeTCsl ITPOBEPUTD, IEUCTBUTENIBHO JIU aJpecar
OTIMPABJIST JAHHOE MUCHMO U SIBJISIETCS JIM OH HACTOSIIMM BJAJENIbLIEM JIOMEHA U
(UnM) BJEKTPOHHOTO AIUKA, CBA3ABIIMCh C HHUM KaKUM-TO aJbTepHATHUBHBIM
crocoOoM, HarpuMep, Yepe3 MECCEHIKep UITH 10 Teseony.

CBOeBpeMEHHOE BBISIBICHHE U TPECEYCHHE aTakud IO3BOJUT H30€KaTh
CEpPbE3HBIX MOCIIECICTBUM.

Yro KacaeTcsi OpraHu3alMOHHBIX MEp, TO OCHOBOM SBJISIETCSI CUCTEMAaTUYECKOE
MOBBIIIEHUE OCBEIOMJIIEHHOCTH COTPYJHUKOB B 00JacTd UHGOPMAIMOHHON
0€30MacHOCTH.

HccnenoBanune kommanmii B ooactu b mokaseiBarot, uro 38% opranmsamuii
BOOOIIE HE MPOBOMASIT TPEHUHTH ISl COTPYIHUKOB 110 Bompocam Wb, a 37% nenatot
3T0 (QopManbHO, 0€3 Kakoi-mnbo mpoBepku SPPEKTUBHOCTA. XOTS MPOBOIUTH
NepUOANYECKOe 00yUeHHE C KOHTPOJIEM MH(GOPMUPOBAHHOCTH KaKJOTO COTPYIHUKA
KpaiiHe BaxxHo. [Ipm 3TOM mpoliecc NOBBIIIEHHUS OCBEJOMIIEHHOCTH JOJKEH B
NEepPBYI0 oOuepelb ObITh HaNpaBi€H Ha MPAKTUYECKYI0 CTOPOHY oOecreyeHus
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0€30macHOCTH, a KaXIbli COTPYIHHUK JOJDKEH IMOHWMATh CBOW OOS3aHHOCTH U
OTBETCTBEHHOCTH 3a obecrieuenue Ub.

OTnuyHas mpakTUKa, KOrJa COTPYIHHMKM omnoBeniatoT nogpasaenenus Wb o
TOM, YTO UM TMPHUILIO COMHHUTEIBHOE MHUCHbMO, OCOOEHHO €CIU 3aMETHO, YTO Haj
pacchUIKOM TIIATENbHO mopaboTanu. B TakoM ciywae, gaxke eciu 3apaxxeHue WM
yTeuKa MUMEJIH MECTO, €lIe MOXKHO YCIETh OMEepaTHBHO OTPearupoBaTh Ha aTaky U
MPUHATH KOHTPMEPHI.

OcHoBHBIE MEpPbI MO0 3amuTe OT BbIIICHCPCUYUCICHHBIX BHA0B
COIMAJIbHBIX aTakK.

— Coxpansiite 0auTeIbHOCTBL. Beerna oOparaiite BHUMaHue Ha OTIPABUTEINS
IMCEM M aJpec cailTa, Iie cOOMpaeTech BBECTH KAaKWE-TO JMYHBIEC JTaHHBIE.
Ecam 210 modyra Ha JOMEHE KPYNHOM OPraHU3aluHd, YAOCTOBEPBTECH, YTO
JOMEH HMMEHHO TAaKOM M B HEM HET omnedarok. Ecim ecTb COMHEHUS —
CBSDKUTECH  C TEXNOAIAEPKKOM WJIM IPEACTABUTENIEM OPTraHU3alMu 10
Oo(UIIHATIEHBIM KaHaJIaM.

— Hcnoab3yiiTe TOJBKO J0BepPEeHHbIC HOCUTEIH UHGOPMALIMU.

— He nmnepexoaure Ha MOAO3pPUTEJBbHBbIE CaliTBI MW He CKaYuBauTe
COMHHUTEJbHBIC (PAHJIbI, OAUH U3 CAMBIX JIYYIIHX [MOMOUIHUKOB COI[MAJIbHON
WHKEHEPUH — JIFOOOIBITCTBO.

— He wucnoan3dyiite OAMH M TOT 3Ke NapoJjb ISl J0OCTyna K JIMYHBIM H
KOPIIOpPaTUBHBIM (pabouuM) pecypcam.

— Hcnoab3oBanue AHTUBHPYCHOI'O IPOrpaMMHOI0 odecreyeHus.
Henonyiienue ero oTKIIOYEHHUS.

— CucremaTtudeckuidi HMHCTPYKTaxK. Bce COTpyAHMKHM JOKHBI  OBITH
MPOUHCTPYKTUPOBAHBI O TOM, KaK BECTH ce0s TpU 0OOHAPYKEHUH MOMBITOK WU
OCYILECTBJIEHUSI HE3aKOHHOTO POHUKHOBEHHS.



